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Camden Door Controls has launched a 1/2" version of our 
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F 
or decades, physical access control was a relatively 
static domain. A lock and key gave way to magnetic 
stripes and proximity cards, but the essential function 
remained unchanged: to grant or deny entry based 

on a binary credential check. Today, however, the world of 
access control has undergone a seismic transformation, 
evolving into a data-rich, cloud-native platform that extends 
far beyond the door.

This shift didn’t happen overnight. The digitization of the 
workplace, the rise of hybrid work models, and growing con-
cerns about the convergence of physical and cybersecurity 
threats have all driven the need for smarter, more agile access 
solutions. Traditional on-premises systems, with their high 
maintenance costs and limited scalability, couldn’t keep up. 
Migration to the cloud provided a flexible and scalable founda-
tion, and with it came the integration of artificial intelligence 
and real-time data analytics.

Modern access control platforms are now part of broader 
enterprise security ecosystems. They utilize AI to identify 
anomalies, automate responses, and anticipate potential 
threats. For example, if an employee badges into a building 
in Chicago but logs into a workstation in New York minutes 
later, AI can flag this as suspicious. Similarly, machine learning 

algorithms can identify unusual patterns in access behavior, 
such as after-hours entries or multiple failed attempts, allowing 
security teams to intervene proactively.

Cloud-native platforms also offer remote management capa-
bilities, faster software updates, and integrations with identity 
management and video surveillance systems. This has proven 
invaluable for global organizations managing diverse facilities 
and distributed workforces.

Looking ahead, access control will become even more fric-
tionless and intelligent. Biometric authentication, already gain-
ing traction, will grow more sophisticated and privacy-centric. 
Mobile credentials will overtake physical badges, offering 
encrypted, location-aware, and revocable access on smart-
phones. Data analytics will evolve from retrospective analysis 
to predictive modeling, enabling real-time risk-based access 
decisions.

Ultimately, access control is no longer just about “who gets 
through the door”—it’s about using data to understand better 
and secure the flow of people, assets, and information. As AI 
continues to mature and cybersecurity becomes inseparable 
from physical security, the access control platform of the future 
will be less about hardware and more about insights. We’ve 
moved beyond the door—and there’s no going back.

Beyond the Door: The Evolution of 
Access Control in the Cloud Age
BY STEVE LASKY



Smart Deadbolts for Growing Multifamily

• One-motion egress keeps you ADA code compliant

• Keyless access with standalone and interconnected models 

• No key distribution costs or hassles

• No cylinder to pick—for greater security 

• Less expensive door prep with deadbolt strength— 
saving time and labor (vs mortise)

• Proven, low-maintenance design with ANSI/BHMA hardware

• Exceptional battery life—up to 3 years on AA batteries  
with Power-Saver circuit

• Easy management with choice of 3 native Napco Access 
software platforms, enterprise, cloud, PC-free or App-only;  
for up to 5000 users & 7K time/date audit trail

• Flexible credential options—prox, fob, smart cards,  
or mobile access + Construction Mode

Keyless Interconnected & Smart Deadbolts

Outside Deadbolt 
Housing
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Inside Thumb Turn w/  
Matching Optional Trim
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Marks USA’s new line of N-Series Deadbolt Locks is the opportunity locksmiths have been waiting 
for—built for the booming multifamily and multitenant markets—400,000 MDU units built in 2024 
alone. Designed to help you secure every door more efficiently—and profitably—these smart  
solutions make it easy to work with architects, builders, and property managers.
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The Skinny
•	 Traditional access control sys-

tems only capture basic entry and 
exit data, offering limited insight 
into how spaces are actually 
used. Intelligent data goes fur-
ther, tracking movement patterns 
and space utilization to provide a 
clearer picture of activity within a 
building.

•	 To get the most out of your data, 
you need to adopt a collaborative 
approach across departments. 
Continuous data collection and 
analysis helps reveal accurate 
usage patterns and better 
informs your decisions.

•	 Challenges to implementation 
include large upfront hardware 
costs, proving a system’s ROI to 
decision-makers, and ongoing 
maintenance. However, advance-
ments in automation and care-
ful planning can mitigate these 
issues.

The user data available to secu-
rity professionals is often limited 
to information about when people 
enter and exit the building, which 

gives little insight into how a space 
is being used. This is because many 
access control systems only gather 
data at the first point of entry (the 
main building door) and private 
office doors. This baseline level of 
data only tells part of the story.

Why does data need to 
be intelligent?
Many access control systems will 
provide basic data on who enters 
and exits a building while helping 
to prevent security breaches. But 
forward-looking platforms will go 
beyond what happens at the door to 
provide granular insights into how a 
building is used. Intelligent data will 
tell you the route a person took and 
which areas are used most, when, 
and by whom.

What makes data 
intelligent?
For data to be ‘intelligent,’ it must 
be accurate, readily accessible, and 
easily digestible.

To be accurate, it should capture 
when a person was in a space with-

cr
ed

it 
he

re

How Intelligent  
Building  
Strategies can 

  
Create Secure Access  
Control Building Systems
Intelligent data 
is key for security 
professionals 
looking to prove 
the wider ROI and 
business benefits 
of an upgraded 
physical security 
system.

BY PAAV GANDHI
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out the individual having to do any-
thing themselves, such as badging 
a reader or signing in to a tablet. 
These are prone to human error, 
and people often forget to sign in or 
out. To ensure accuracy, data col-
lection must be passive and in the 
background. For example, utilizing 
Bluetooth beacon-based location 
services alongside access control 
can provide valuable granular data 
about movement patterns.

To be readily accessible, it must 
be possible to extract and extrapo-
late without needing a specialist 
skillset.

To be easily digestible, it must be 
effortlessly understood by anyone, 
from front-of-house teams to stake-
holders. This often means visual 
data such as breadcrumbs, heat-
maps, and graphs.

How data is collected also comes 
into play. Intelligent data collec-
tion (i.e., automated collection) is 
far more efficient as it reduces the 
burden on front-of-house and admin 
teams, who might otherwise be 
manually monitoring space utiliza-
tion, attendance, and facility use. 
It also makes life simpler for secu-
rity teams who would otherwise 
spend a considerable amount of 
time cross-referencing video foot-
age, time and attendance, access 
control, and Wi-Fi tracking data for 
post-incident analysis.

How can teams best 
maximize data?
Like with any project, it is best 
to have a clear outcome in mind 
from the outset. Without a clear 
goal, looking at reams of data can 
become overwhelming and ineffec-
tive. For security teams, this could 
be reducing the time taken to inves-
tigate an incident, with a clearer pic-
ture of where an individual went on 
a site. Or to gain new capabilities 
in auditing who used a space such 
as a secure area without imposing 
further security barriers such as an 
additional door and reader.

To further maximize the use of 

data, security professionals can col-
laborate with wider teams to look 
beyond just security breaches.

For example, the goal could be 
to support facilities management 
in optimizing the office space to 
better suit the needs of its users. 
In this instance, data such as peak 
usage times and occupancy can be 
considered to build a picture of how 
the space is currently being used. 
The data might reveal an underused 
kitchen, which could be repurposed 
into a meeting room or more hot 
desk areas.

To keep data accurate, it is impor-
tant not to rely on a single data 
point. Instead, teams should collect 
and analyze data frequently over 
time to understand patterns.

What are the challenges 
facing security 
professionals, and how 
can modern systems 
tackle these challenges?
The Challenge:  
Pressure to prove ROI
As with any investment made by a 
business, proving return on invest-
ment (ROI) on security systems is 
an organizational demand. As tradi-
tional access control already serves 
a basic level of security, the reasons 
for investing in a new system are 
not always immediately obvious 
to decision makers. This leads to 
complacency and a belief that their 
security and user experience needs 
no improvement.

The Solution: 
Benefits beyond just security
A physical security solution that 
not only enhances protection but 
also contributes to an organization’s 
broader goals can deliver value 
beyond basic protection and pres-
ent security professionals a more 
compelling opportunity to prove the 
potential ROI of a new system.

The Challenge:  
A costly hardware bill
Large upfront hardware costs can 

understandably be off-putting and 
make upgrading systems more chal-
lenging, especially if demonstrating 
ROI is a concern.

The Solution: 
Subscription-based models
Some providers now offer a 
subscription-based model and 
no upfront hardware costs. This 
presents an opportunity to get up 
and running with next-generation 
physical security without having to 
explain an eye-watering hardware 
bill to stakeholders.

The Challenge: 
Ongoing maintenance
Ongoing maintenance on security 
systems has also historically been 
a challenge. Traditional on-premise 
security systems require manual 
updates and patches, which are 
labor- and time-intensive. These 
systems can also be unsecure, as 
they are not automatically updated 
and can fall behind in terms of 
patches and upgrades.

The Solution: 
AUTOMATE THE PROCESS
Cloud-based platforms reduce the 
burden of ongoing maintenance, 
with automatic platform and reader 
updates that can be managed 
remotely. It’s a similar case when 
adding users to a new system and 
updating them.

Final thoughts
Intelligent data is key for security 
professionals looking to prove the 
wider ROI and business benefits 
of an upgraded physical security 
system. AC

 

About the author:  

Paav Gandhi is Head 
of Product at end-
to-end cloud access 
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F
or the past 30 years, the elec-
tronic access control indus-
try has been defined by one 
question: Can you get through 

the door? The answer was binary. 
A key, card, or fob, accepted or 
denied, determines your ability 
to enter a space. This logic was 
embedded in hardware, managed 
in silos, and built for a world where 
people worked from one building, 
Monday to Friday, 9 to 5, or vis-

ited spaces are already known and 
determined. We were an industry 
characterized by highly predictable 
patterns and a knowledge base that 
was left to do its job. And we did it 
well, by the way.

That world no longer exists on 
its own.

Let’s focus on work for simplicity 
reasons, even though I can delve 
into any vertical and tell the same 
story.

Today’s workplace is hybrid, fluid, 
and fast-changing. It is unpredict-
able. People aren’t just employ-
ees, they’re contractors, partners, 
vendors, and visitors. Even the 
employees are, to some extent, like 
visitors. Buildings aren’t just offic-
es, they’re ecosystems of shared 
desks, hot zones, private suites, 
and remote nodes. Buildings are 
no longer isolated, either. They are 
part of a larger network with shared 

Access control is no 
longer just about locking 
doors—it’s about 
unlocking intelligence, 
identity, and enterprise 
value in a dynamic, 
hybrid world.
 
BY LEE ODESS

Reframing Access Control:  
Enabling Intelligent Access & 
Exceptional User Experiences
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amenities and services. Security 
threats are no longer just about 
physical breaches; they now span 
phishing, tailgating, identity theft, 
and insider risk. And critically, the 
systems we use to govern these 
spaces must evolve in kind.

And they have not.
In 2025, access control is at 

the forefront of an inevitable shift 
in paradigm. Some are playing 
mainstream games that are far 

more complex, unpredictable, and 
rewarding. Some continue to play 
the incremental cottage game, 
which is understood but less rel-
evant. No longer merely about 
keeping bad people out, locking 
and unlocking, access control has 
transformed into a platform for 
enabling intelligent access, data-
driven insights, and exceptional 
user experiences.

It’s time for a reframe. The door 
is still there, but it’s no longer the 
center of the story.

From Locks to Legacy Logic
To understand where we’re headed, 
we need to acknowledge where 
we’ve been.

Historically, access control was 
a hardware-based discipline. Prox-
imity cards, turnstiles, badge print-
ers, and metal keys dominated the 
scene. These systems were tightly 
bound to facility teams, designed to 
solve one problem: let the right per-
son in, lock and unlock, and keep 
everyone else out, as they are con-
sidered bad.

Access was typically granted at 
the point of hire and changed only 
when an employee left or moved 
to a different department. Policies 
were rigid. Systems were often 
hosted on-premises and updated 
manually. Logs existed, but they 
weren’t integrated, searchable, or 
context-aware. The idea of sync-
ing access rights with HR systems, 
IT directories, or identity platforms 
was rare and difficult.

This “legacy logic” worked in an 
era of static work. Predictable work. 
But it wasn’t built for today’s reality: 
fast-changing roles, hybrid sched-
ules, and high expectations for digi-
tal-first, frictionless experiences.

Why the World  
Has Moved On
Access control hasn’t changed simply 
because technology has improved. 
It’s changing because the world it 
serves has transformed. Four major 
forces are driving the shift:

1. Hybrid work & fluid space
A large number of employees, even 
those with back-to-work mandates, 
no longer work from the same 
building daily. Instead, they check 
into offices based on team needs, 
project sprints, or in-person events. 
This has created a new access real-
ity: whoever needs access isn’t 
always predictable, and permis-
sions must reflect a dynamic work 
rhythm.

2. Blurring of physical and 
digital security
Threats are now multi-dimensional. 
Cyberattacks may involve physical 
access and vice versa. Tailgating, 
phishing-linked intrusions, and coor-
dinated cyber-physical breaches are 
now real concerns. The traditional 
perimeter is no longer the building; 
it’s the identity. IT convergence is 
not a trend; it’s a reality.

3. Regulatory and compliance 
pressures
Frameworks like SOC 2, HIPAA, 
and GDPR demand clear audit trails: 
Who had access? When? Did they 
use it? Did they still need it? The 
days of siloed logs and unverifiable 
permissions are over. We may not 
like standards as an industry, but 
the external market does, and they 
are demanding them.

4. User expectations
Employees and visitors expect 
access to feel like every other tech 
interaction: seamless, mobile-first, 
integrated. No one wants to stand 
in line for a badge or download a 
plugin. Friction is no longer toler-
ated, and when it does appear, it 
reflects poorly on the brand and 
the workplace culture. We have 
never really known or cared about 
the end user. They were a card or 
a fob. They had no voice in how 
our systems functioned or worked. 
They do now, and it’s due to mobile 
adoption. We are in the early 
innings of this influence, and it’s not 
a small change.

Access control hasn’t 
changed simply because 
technology has improved. It’s 
changing because the world it 
serves has transformed.
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In short, the systems once 
designed for control must now 
support context, convenience, and 
connection.

The Reframe: Access As 
Intelligence
To keep up with these shifts, 
access control needs a new iden-
tity. It must move beyond locking 
doors and start enabling smarter, 
more informed decisions.

Here’s what that transformation 
looks like:

Access begins with identity
In modern systems, access isn’t 
tied to a badge; it’s tied to a per-
son. More specifically, their role, 
status, location, credentials, cer-
tifications, and context. When HR 
platforms, IT directories, and iden-
tity providers are integrated into 
the access stack, permissions can 
be adjusted dynamically. Some-
one who changes roles leaves a 
project or is de-provisioned from 
an application automatically has 
their access rights updated without 
requiring tickets or delays.

Identity-first access enables 
mobile credentials, biometric 
authentication, and Zero Trust prin-
ciples to take root in the physical 
world. Something cybersecurity 
has long embraced. Again, this is 
inevitable.

Every door is a data point
Access is no longer just an event; 
it’s a signal within the noise. When 
analyzed in aggregate and now 
moving to agentically with AI, 
access logs reveal trends:
•	 Which spaces are being used?
•	 Where is foot traffic creating risk 

or inefficiency?
•	 Are visitors being cleared 

appropriately?
•	 Is tailgating a problem in high-

security areas?
This data supports more than just 
audits. It informs real estate deci-
sions, security posture, and even 
employee experience design.

Access is part of the 
experience layer
The best access systems are 
nearly invisible. Always have been. 
They work so smoothly that users 
forget they’re there. By integrat-
ing access control with workplace 
experience platforms, organiza-
tions can deliver:
•	 Touchless, app-based check-ins 

for guests or even seamlessly 
with biometrics.

•	 Personalized permissions based 
on calendar events or the pur-
pose of the visit.

•	 Real-time notifications when 
someone arrives.

•	 Temporary access for service 
providers or deliveries.

Access becomes a seamless part of 
the user journey. Not a blocker but a 
facilitator. Our identity as one where 
bad experience is a form of secu-
rity is over. The game is now about 
delivering security and convenience.

Unlocking Strategic Value 
Across the Enterprise
Reframing access control as a plat-
form, not a point solution, opens 
the door to strategic value across 
the organization. This strategic 
value is permission for our industry 
to extract more value. If all we do 
is keep bad people out, lock and 
unlock, that value, that utility, has 
already been determined (roughly a 
$10B opportunity). Still, if we move 

to an exponential value around 
operational efficiency and revenue 
generation, all built on the utility of 
security, we can garner more value, 
upwards of $100 billion.

Consider these examples:

Real estate and facilities
Access data can show which areas 
are used, when, and by whom. This 
insight supports thoughtful space 
planning. Access control can play a 
significant role in reducing footprints, 
repurposing underutilized areas, and 
enhancing collaborative spaces.

HR and people ops
New hires can be automatically 
granted access based on their role 
and location. Departures or transi-
tions trigger instant revocation. DEI 
teams can evaluate access equity 
across the org: no more spread-
sheets or manual handoffs.

IT and cybersecurity
With convergence accelerating, IT 
teams are demanding that physical 
access aligns with identity gover-
nance policies, SSO providers, and 
cybersecurity controls. Access rights 
can be tied to MFA status, training 
completion, or device posture.

Risk and compliance
Audit trails are no longer just “nice to 
have.” They’re expected, especially 
in regulated industries. Access con-
trol logs help prove compliance, iden-
tify anomalies, and support forensic 
investigations when needed.

Thinking Like a Platform, 
Not a Product
To deliver on this promise, the 
access control industry must think 
beyond door readers and badge 
types. What’s needed is a platform 
mindset. This mindset embrac-
es openness, modularity, and 
integration.

That means:
•	 APIs and SDKs that connect 

access control to IT, HR, visitor 
management, and analytics tools.

Today’s workplace is 
hybrid, fluid, and  

fast-changing. It is 
unpredictable. People 
aren’t just employees, 

they’re contractors, 
partners, vendors, and 

visitors. 



•	 Cloud-native infrastructure for 
easier updates, scaling, and 
remote management.

•	 Standards-based architectures 
that reduce vendor lock-in and 
increase interoperability.

•	 Composability, allowing organiza-
tions to build the proper access 
stack for their environment, 
rather than just accepting an off-
the-shelf product.

The most innovative players, both 
buyers and builders, are adopting this 
mindset now. They’re not asking, 
“Which badge reader should I buy?” 
They’re asking, “What should access 
control enable in my organization?”

From Control to Capability
At its core, this shift represents a 
more profound truth: Access control 
is no longer just about limiting risk; 
it’s about enabling value. It’s about 
enabling safer workplaces, making 
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more intelligent decisions, achiev-
ing more agile operations, and deliv-
ering better experiences.

The question is no longer, “Can 
you get through the door?” It’s “What 
happens after you do, and how do we 
ensure that moment is secure, seam-
less, and strategically aligned?”

That’s the opportunity, and that’s 
the reframing we need.

I get it. Much of our industry is 
not built for this shift. Our industry 
has been built for yesterday’s value 
propositions. However, that does 
not mean we can’t be what we are 
permitted to be in the market. The 
future of our industry lies in the 
opportunities and relevance it offers. 
The question for you is, will you 
shape it, or will it shape you? AC
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I
n today’s urban landscape, the 
traditional paradigms of physi-
cal security are undergoing a 
profound transformation. Orga-

nizations navigate an increasingly 
complex world marked by evolv-
ing threats, hybrid work models, 
and interconnected digital and 
physical infrastructures. The 
demand for more agile, resilient, 
and integrated security opera-
tions has never been more press-
ing. The forefront of this evolution 
is the emergence of cloud-native 
access control platforms, a piv-
otal innovation that is reshap-
ing how we safeguard assets, 
manage personnel, and mitigate 
enterprise risk.
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and Enterprise  
Risk Management

Why cloud-native access control is reshaping enterprise 
security for a hybrid, hyperconnected world.

The Cloud-Native Revolution:

What Does “Cloud-Native” 
Truly Mean in Access 
Control?
In physical access control, “cloud-
native” platforms are engineered 
from the ground up for cloud 
microservices, elastic scaling, and 
continuous delivery, whereas “cloud-
hosted” offerings park legacy, on-
premises software on a remote serv-
er without redesigning the core archi-
tecture. A true cloud-native access 
control platform is characterized by:
•	 Microservices Architecture: 

Instead of a single, monolithic 
application, cloud-native systems 
are composed of small, indepen-
dent, and loosely coupled services 
(microservices). Each service 

handles a specific function (e.g., user 
authentication, door control, lighting, 
air conditioning, and event logging) 
and can be developed, deployed, and 
scaled independently. This modular-
ity enhances agility, resilience, and 
maintainability.

•	 API-First Design: Cloud-native 
platforms are built with Application 
Programming Interfaces (APIs) as a 
core component, facilitating seam-
less integration with other enterprise 
systems (HR, visitor management, 
video surveillance, building manage-
ment systems, identity providers). 
This open, interoperable approach 
breaks traditional security silos.

•	 Industry Standards: Another cru-
cial aspect of the system is selecting 

BY GEVA BARASH
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non-proprietary products. By add-
ing nonproprietary products, we 
guarantee that different services 
can be as easy as writing an API 
to adhere to the standard. Being 
able to add various services, 
such as light controls, timers and 
other products, through the API 
becomes an easy integration for 
the manufacturers.

•	 Continuous Integration/Contin-
uous Delivery (CI/CD): Updates, 
new features, and security patch-
es are delivered continuously and 
automatically through the cloud 
services, ensuring the system is 
always running the latest version 
with minimal downtime. This con-
trasts sharply with the infrequent, 
disruptive updates of on-premises 
systems.

•	 Managed by Third-Party Pro-
viders: The infrastructure, main-
tenance, and updates are typically 
handled by the cloud service pro-
vider, freeing organizations from 
the burden of managing physical 
servers, software installations, 
and complex IT infrastructure.

•	 Elastic Scalability: Resources 
can be automatically scaled up or 
down based on demand, eliminat-
ing the need for overprovisioning 
and allowing the system to handle 
fluctuating workloads efficiently.

Cloud-native access control isn’t just 
about remote accessibility; it’s about 
a dynamic, adaptive, and highly inte-
grated system that truly leverages 
the cloud’s inherent benefits for a 
more robust and responsive security 
posture.

The Business Case: 
Unlocking Strategic 
Advantages
The transition to cloud-native access 
control is driven by compelling busi-
ness advantages that extend far 
beyond the server room:
1. Cost Efficiency and Predict-
ability: By shifting from a capital 
expenditure (CapEx) model of pur-
chasing and maintaining hardware/
software to an operational expen-

diture (OpEx) model, organizations 
can significantly reduce upfront 
and long-term costs. Cloud-native 
platforms typically operate on a sub-
scription basis, offering predictable 
monthly costs that cover infrastruc-
ture, maintenance, and updates. This 
eliminates the need for expensive 
server refreshes, software licenses, 
and dedicated IT staff for system 
upkeep, leading to long-term opera-
tional savings.
2. Unprecedented Scalability and 
Flexibility: Cloud-native systems 
are inherently designed to scale. 
Whether an organization is expand-
ing to new locations, experiencing 
rapid growth in personnel, or needs 
to manage access for a temporary 
event, the system can dynamically 
adjust resources. This flexibility 
extends to supporting hybrid work 
models, enabling seamless remote 
management of access policies 
across disparate locations.
3. Enhanced Operational Agil-
ity and Responsiveness: The 
microservices architecture and CI/
CD pipelines inherent in cloud-native 
platforms enable rapid deployment 
of new features, policies, and secu-
rity updates. This agility allows for 
security teams to respond almost 
instantly to emerging threats, adjust 
access privileges in real-time, and 
expedite incident response, thereby 
aligning security with business 
needs.
4. Reduced Vendor Lock-in and 
Increased Choice: Cloud-native 
applications, particularly those 
built with open APIs, foster greater 
interoperability and minimize reliance 
on a single vendor’s proprietary eco-
system. This provides organizations 
with more flexibility to integrate 
best-of-breed solutions for video 
management, visitor management, 
HR, and other systems, creating a 
truly unified security environment.
5. Improved Business Continuity 
and Disaster Recovery: Cloud-
native platforms are designed for 
resilience, often distributing work-
loads across multiple geographically 

dispersed data centers and availabil-
ity zones. In the event of a localized 
outage or disaster, the system can 
automatically fail over to a healthy 
instance, minimizing downtime and 
ensuring continuous operation of 
critical access control functions. This 
inherent redundancy far surpasses 
the disaster recovery capabilities of 
most on-premises systems.
6. Data-Driven Insights for Enter-
prise Risk Management: Cloud-
native solutions facilitate the aggre-
gation and analysis of vast amounts 
of access data. This data can provide 
invaluable insights into traffic pat-
terns, anomalous behaviors, compli-
ance gaps, and potential security 
vulnerabilities. Analytics tools, often 
powered by AI/ML within these plat-
forms, can identify trends, predict 
risks, and inform proactive security 
strategies, transforming access con-
trol from a reactive tool into a proac-
tive risk management asset.

Technical Superiority: 
Building a Resilient and 
Integrated Security Fabric
Beyond the business benefits, 
cloud-native access control plat-
forms deliver significant technical 
advancements that enhance the 
overall security posture:
1. Robust Security Posture: Cloud 
providers invest heavily in cyber-
security, offering a level of infra-
structure security that most indi-
vidual organizations cannot match. 
Cloud-native designs often incor-
porate security into every layer of 
the application (DevSecOps), from 
secure API gateways that enforce 
authentication and authorization to 
continuous vulnerability scanning 
and real-time threat detection. Data 
is typically encrypted in transit and 
at rest, and features like multi-factor 
authentication (MFA) and Zero Trust 
Network Access are foundational.
2. Centralized Management and 
Decentralized Control: Security 
administrators can manage access 
policies, user credentials, and sys-
tem configurations for multiple loca-
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tions from a single, centralized cloud 
dashboard accessible from any-
where with an internet connection. 
Despite this centralized oversight, 
on-premises controllers ensure local 
decision-making and business conti-
nuity even if internet connectivity is 
temporarily lost.
3. Seamless Integration through 
Open APIs: The API-first design 
ethos of cloud native platforms is a 
game-changer for integration. This 
allows for:
•	 Unified Identity Management: 

Seamlessly linking with HR sys-
tems for automated onboarding/
offboarding, ensuring immedi-
ate access revocation when an 
employee leaves.

•	 Enhanced Visitor Management: 
Integrating with visitor systems 
to preauthorize guests, gener-
ate temporary credentials, 
and streamline check in/out 
processes.

•	 Integrated Video Surveillance: 
Connecting access events with 
video footage for rapid forensic 
analysis and real-time visual verifi-
cation of alarms.

•	 Building Management Systems 
(BMS) Integration: Orchestrating 
environmental controls, light-
ing, and HVAC based on occu-
pancy detected via access control 
events, optimizing energy use and 
operational efficiency.

•	 Emergency Response Automation: 
Triggering automated lockdowns, 
mass notifications, and emergency 
alerts based on specific access 
control events or breaches.

4. High Availability and Fault  
Tolerance: Cloud-native architec-
tures are built with redundancy in 
mind. If one microservice or com-
ponent fails, others can take over, 
preventing system-wide outages. 
Load balancing distributes traffic, 
and automated failover mechanisms 
ensure continuous service delivery, 
contributing significantly to overall 
system resilience.
5. Simplified Maintenance 
and Updates: With continuous 

deployment, patches and feature 
enhancements are delivered seam-
lessly in the background, eliminat-
ing the need for manual updates 
or system downtime. This ensures 
the system is always protected 
against the latest threats and ben-
efits from new functions without 
an administrative burden.

These deployments demonstrate 
how technical advancements drive 
tangible business outcomes.

•	 Commercial Real Estate:  
Property managers overseeing 
multiple buildings can offer tenants 
flexible access solutions, integrate 
with tenant experience apps for 
seamless entry, and gain real-time 
insights into building occupancy 
and traffic flow. This enables 
more efficient space utilization, 
enhanced tenant services, and 
proactive maintenance scheduling, 
while ensuring robust security that 
meets the diverse needs  
of tenants.

•	 Healthcare Facilities: Hospitals 
can manage highly granular 
access to sensitive areas, track 
staff movement for compliance, 
and provide rapid and secure entry 
for emergency personnel. Cloud-
native resilience ensures that 
critical access functions remain 
operational even during network 
disruptions, vital for patient care 
and safety.

•	 Multi-Family Sites: Multifamily 
management companies can man-
age apartment and site access, 
add or remove tenants through 
a central portal, and enable 
residents to control lights, tem-
perature, and entry remotely via a 
mobile app.

The Future Outlook: 
Beyond Today’s 
Capabilities
The trajectory of cloud-native access 
control points towards even greater 
sophistication and integration. We 
can anticipate:
•	 Deeper AI/ML Integration: 

Beyond current analytics, AI will 
drive more advanced predictive 
security, anomaly detection that 
identifies subtle deviations from 
normal behavior, and adaptive 
access policies that automatically 
adjust based on real-time risk 
assessment (e.g., environmental 
factors, threat intelligence feeds).

•	 Identity-Centric Security: 
Access control will increasingly 
converge with broader identity 
management solutions, forming a 

The trajectory of cloud-
native access control 
points towards even 
greater sophistication 

and integration. 

Real-World Impact: Agile, 
Resilient, and Integrated 
Operations
Organizations are using cloud-native 
access control to modernize security 
and operations.:
•	 Multi-Site Corporations: A large 

retail chain can centrally manage 
access policies for hundreds of 
stores globally from a single inter-
face, ensuring consistent security 
standards, rapid credential chang-
es for new hires or terminations, 
and instant lockdown capabilities 
across all locations during an 
emergency, regardless of local 
IT support.

•	 Educational Institutions: A uni-
versity can integrate its access 
control with student information 
systems, automatically granting or 
revoking dormitory access based 
on enrollment status, managing 
access to labs and restricted areas, 
and providing mobile credentials 
for students and faculty. During an 
active threat, the system can auto-
matically initiate a campus-wide 
lockdown and notify authorities.
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comprehensive identity fabric that 
extends across physical and digital 
realms, enabling true Zero Trust 
architectures.

•	 Hyper-Automation: Workflows 
will increasingly connect access 
control with HVAC, elevator dis-
patch, and custom settings.

•	 Enhanced Mobile and Biomet-
ric Integration: Mobile creden-
tials will become even more ubiq-
uitous, leveraging smartphone 
biometrics and secure elements 
for highly convenient and secure 
access.

•	 Sustainability Integration: 
Cloud-native platforms, by 
optimizing resource usage and 
reducing on-premises hardware, 
will inherently contribute to more 
sustainable building operations, 
aligning with broader ESG (Envi-
ronmental, Social, and Gover-
nance) goals.

Embracing the Agile 
Security Paradigm
The shift to cloud-native access 
control platforms is not merely a 
technological upgrade; it is a stra-
tegic imperative for organizations 
aiming to achieve truly agile, resil-
ient, and integrated security opera-
tions. By embracing this approach, 
businesses can transcend the limi-
tations of legacy systems, unlock 
substantial operational efficien-
cies, bolster their overall secu-
rity posture, and gain actionable 
insights that drive proactive enter-
prise risk management.

As security professionals, our 
role is to guide organizations 
through this transformative jour-
ney, helping them leverage these 
powerful cloud-native capabilities 
to build smarter, safer, and more 
adaptive environments for the 
future. AC
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The Real Change 
That Cloud-Native 
Access Control
Platforms Are Bringing

W 
hat is “Cloud-Native”? 
How did COVID-19 reshape 
access control manage-
ment? Why are legacy 

access control systems falling 
behind in today’s distributed world? 
Can physical security keep up with 
digital transformation? This article 
will break down what cloud-native 
access control really means, how it 
differs from legacy or cloud-host-
ed systems, and why it’s quickly 
becoming one of the most critical 
parts of modern security operations. 
The onset of the pandemic not only 
altered our work locations but also 
transformed the management prac-
tices of security personnel. Maria 
Lopez is the security director of an 
expanding healthcare network, and 
she has witnessed this directly. 
As her group swiftly established 
new clinics, she was compelled to 
reevaluate their approach to physical 
access. Her legacy access control 
system requires on-site servers, 
manual upgrades, and frequent 

Why cloud-native access control is reshaping 
physical security in a post-pandemic, digital-first 
world — and why legacy systems can’t keep up.

travel solely for credential changes. 
It became evident to her that this 
model could not maintain pace. 
She began seeking a more efficient 
method to rapidly scale access con-
trol, manage users remotely, and 
integrate security with standard 
business processes —a realization 
now acknowledged by many enter-
prises across all sectors.

Cloud-Native Specific
Cloud-native access control makes 
this possible. These systems are 
not simply cloud-hosted software. 
They are designed explicitly for 
cloud operation with more contem-
porary technology, which allows 
them to expand, integrate, and 
adapt far more rapidly than their 
legacy (on-prem) or cloud-hosted 
equivalents. Conventional systems 
may transition to cloud servers, but 
that doesn’t change the fact that 
they continue to depend on cum-
bersome, monolithic software that 
requires manual updates and local 

infrastructure. Cloud-native plat-
forms utilize APIs, containers, and 
microservices to maintain agility 
and resilience. They are engineered 
for optimal uptime, automated 
updates, and seamless integration 
from the outset. If you’re unfamiliar 
with containerization and microser-
vices, it’s worth its read; it is, quite 
simply, the future.

“We are transitioning from sys-
tems tailored for security specialists 
to intuitive platforms manageable 
by IT professionals,” says Sean 
Peterson, Director of Product, Mar-
keting, and Support at Aiphone. 
Cloud-native systems eliminate 
the need to install servers at each 
location. For Maria, this meant she 
could establish access control for 
new facilities within days rather 
than weeks. New locations can be 
preconfigured and activated remote-
ly, conserving time and circumvent-
ing logistical challenges. However, 
it’s more about team adaptability, 
rather than launching a new site 

BY SETH RISER
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quickly. Cloud-native solutions 
enable businesses to scale without 
requiring changes to hardware or IT 
architecture. Imagine being given a 
five-site expansion to manage right 
now… No problem at all. Merging 
into fewer offices? Just change per-
missions and access points through 
the dashboard.

Centralized management is just 
as important here. Maria and her 
staff can now oversee and regu-
late access across numerous clin-
ics from a centralized dashboard, 
enabling real-time modifications 
without departing from the office. 
This “single pane of glass” enables 
security personnel to give or revoke 
access, respond to alerts, and eval-
uate trends from a unified interface. 
A previous client of mine, a retail 
corporation that transitioned to a 
unified cloud-based platform, saw 
a reduction of approximately 50% 
in its daily security management 
workload by changing its workflows 
and adopting a converged and uni-

ad
ve

nt
tr

fied approach. This is extremely 
valuable in sectors where staff 
turnover is common. Universities 
have thousands of users to manage 
each semester, and these Cloud-
native systems allow the effort-
less onboarding and termination 
of access in synchronization with 
enrollment workflows.

Maintenance Made Easy
There is a significant difference in 
how these systems handle main-
tenance. Legacy systems require 
scheduled upgrades, IT coordina-
tion, and system interruptions. 
Cloud-native infrastructure has 
automatic updates. It’s always cur-
rent, always secure, and always 
available. Security teams utiliz-
ing cloud-native solutions often 
employ a continuous delivery strat-
egy, which eliminates the need to 
wait for quarterly software rollouts 
or manually address vulnerabili-
ties. New features are integrated 
effortlessly, and essential security 

updates are automatically imple-
mented throughout the entire sys-
tem. For resource-limited teams, 
this results in more time devoted to 
strategy and less time on manag-
ing obsolete infrastructure. These 
solutions can even interface directly 
with HR systems, video manage-
ment, analytics tools, and visitor 
applications. The system automati-
cally activates an individual’s access 
upon hiring. When they leave, it can 
immediately revoke their access, 
without any delays or errors.

A great example of this is a logis-
tics company that can integrate 
access and video via the cloud, 
identifying anomalies in access and 
entry patterns associated with inter-
nal theft, allowing them to intervene 
much sooner than before. Assume 
a facility employs a human resourc-
es system, a visitor management 
platform, and a video surveillance 
network. A cloud-native access 
solution can integrate all of them. 
After onboarding a new employee, 

Cloud-native platforms utilize APIs, 
containers, and microservices to 

maintain agility and resilience. They 
are engineered for optimal uptime, 
automated updates, and seamless 

integration from the outset.
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access is granted according to their 
department and the schedule they 
are assigned to. If an employee 
attempts to enter a restricted area, 
the VMS will document and flag 
the occurrence, triggering an auto-
mated notification to their supervi-
sor. This can occur autonomously, 
without human involvement; it’s all 
about process management, but 
more importantly, having the time 
to do it, which can be achieved 
when you shift your workload away 
from the heavy load of managing an 
on-premises or hybrid system.

Data in the Clouds
The idea of storing key access 
data in the cloud makes some 
risk-averse teams nervous, and 
for specific niche industries in criti-
cal infrastructure, it is impossible. 
A true cloud-native platform has 
E2EE (end-to-end encryption), MFA 
(multi-factor authentication), and 
RBP (role-based permissions), as 
well as certifications used by bank-
ing and IT systems in the healthcare 
sector. Suppose the provider meets 
standards such as SOC 2 or ISO 
27001 and agrees to sign data pro-
cessing agreements. In that case, 
cloud-based solutions can offer 
stronger security than the patch-
work of local server systems used 
by most businesses today. The next 
big concern is internet disruptions. 
However, cloud-native services 
generally provide offline modes 
that enable local hardware to per-
sist in allowing or denying access 
based on cached credentials. Once 
the connection is back up, all data 
synchronizes and updates automati-
cally. Most solutions also provide 
cellular failover or hybrid alterna-
tives just in case you have a loca-
tion with unreliable connections. 
One of the biggest misconceptions 
about cloud-native systems is that 
not all card readers or controllers 
will be compatible. Of course, orga-
nizations must assess their infra-
structure and identify reusable com-
ponents. The reality is that many 

cloud-native platforms accept stan-
dard protocols and hardware such 
as Mercury or OSDP. Retrofitting is 
usually very feasible, and incremen-
tal upgrades allow you to transition 
progressively rather than all at once. 
Now, here’s a significant caveat: the 
subscription pricing model necessi-
tates a shift in mentality from what 
most end-users are accustomed to. 
Organizations pay a monthly cost 
based on the number of doors or 
users, rather than purchasing hard-
ware and licenses upfront. This 
transitions security from a capital 
expenditure to an operating expen-
diture. While some in the industry 
dislike the idea of recurring monthly 
expenses, others believe that the 
elimination of server maintenance, 
travel time, and system downtime 
significantly compensates.

Open It Up!
That brings us to the last red flag, 
so to speak, vendor lock-in. While 
most of the industry has moved 
away from this in favor of open 
integration and API-enabled frame-
works, some manufacturers still 
restrict your ability to export data 
or interface with external systems. 
It is essential to prioritize suppli-
ers that endorse open APIs and 
maintain transparent data owner-
ship policies. Selecting a platform 
with an open architecture ensures 
flexibility and longevity, eliminat-

ing the need for ongoing support 
from a hardware manufacturer for 
discontinued devices. So, what lies 
ahead? These days that’s harder 
than ever to predict but, based on 
my experience and current clients 
I can confidently say the following: 
mobile credentials are supplanting 
plastic badges, AI-driven analytics 
are being implemented to identify 
irregularities such as tailgating or 
after-hours access and cybersecuri-
ty systems are increasingly integrat-
ing with access control to enable 
zero trust models, which maintain 
both physical and digital identities 
simultaneously. Teams gain more 
visibility, power, and time to focus 
on strategy instead of troubleshoot-
ing outdated systems. The shift is 
occurring across various industries, 
including healthcare, logistics, edu-
cation, retail, and others. Organiza-
tions are realizing that cloud-native 
systems help them respond faster, 
scale smarter, and adapt to what-
ever comes next. As Steve Van Till, 
the Founder and CEO of Brivo, put 
it, “Organizations need the ability 
to manage security and access con-
trol remotely… this is accomplished 
through the cloud.” For security 
professionals contemplating their 
next move, the answer is straight-
forward. If your current system 
can’t keep up, cloud-native access 
control might be the direction 
change you’ve been looking for. AC
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P
eople need to feel safe. It’s one 
of our most foundational and 
fundamental needs.

Before a company’s com-
pelling product, groundbreaking 
service, or disruptive technology 
makes a market impact, its people 
and spaces need to feel (and be) 
secure. It’s always a priority, but 
companies struggle to address 
this issue in their messaging and 
practices.

According to the Harvard Busi-
ness Review, 97% of employees 
say physical security is essential at 
work, while just 54% believe their 
employers share this opinion.

The result?
Employee productivity declines, 

turnover increases, and the brand’s 
reputation suffers. Historically, 
companies have combated safety 
concerns with access control solu-
tions. First, they protected their 
entrances with locks and keys, 
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AI-powered 
access control 
is redefining 
safety, trust and 
performance in 
the workplace.

BY BLAINE FREDERICK

rudimentary mechanisms that 
inevitably gave way to technology-
driven solutions, such as keycards, 
PINs, and badge swipes.

Manual oversight often filled the 
gaps, with security personnel visu-
ally verifying identities or monitor-
ing access points to ensure securi-
ty. While these traditional methods 
provided a foundational layer of pro-
tection, their inherent limitations—
such as lost cards, forgotten codes, 
the potential for human error, and 
their reactive nature—are becoming 
increasingly apparent.

A Paradigm Shift in  
Access Control
Artificial intelligence (AI) is now 
transforming access control and 
physical security. This isn’t a 
subtle change or an incremental 
improvement.

In 2025, AI is doing more than 
augmenting access control and 

How AI Has  
Transformed  
Traditional  
Access Control Security 
Implementations
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physical security. It’s reimagining 
what’s possible, allowing next-gen-
eration access control systems to 
move beyond simple authentication 
and offer intelligent, context-aware 
security that supports broader oper-
ational goals.

The Evolution from 
Traditional to AI-Powered 
Access Control
For thousands of years, people 
have prioritized access control. The 
Egyptians leveraged sliding stones 
and a wooden pin lock to secure 
their doors. Robert Barron intro-
duced lever tumbler locks, which 
required a key to lift internal levers 
to a precise height in 1778, and 
Linus Yale patented a cylindrical pin 
tumbler lock in 1848.

Access control was electrified in 
1952 when Frank Best introduced 
the first electronic access control 
system, which allowed keyless 
entry and alarm integration. In other 
words, humans have been inventing 
and refining access control solu-
tions for a while. Of course, today’s 
access control technologies are sig-
nificantly more sophisticated than 
a stone.

Modern access control began to 
shift in the late 20th century with 
the introduction of magnetic stripe 
cards, keypads, and RFID readers. 
However, these systems still relied 
heavily on physical credentials and 
were limited in gathering and ana-
lyzing real-time data, as well as in 
dynamically adjusting access rights.

While groundbreaking when they 
first emerged, traditional access 
control systems often struggle to 
keep pace with the sophisticated 
security challenges faced by mod-
ern organizations. Today, issues 
such as tailgating, credential shar-
ing, and the inability to quickly 
adapt to new threats highlight their 
shortcomings.

Meanwhile, the need for the 
most sophisticated security solu-
tions is more urgent than ever 
before. Incidents of workplace vio-

lence are on the rise, increasing by 
11% between 2015 and 2019, with 
a subsequent spike following the 
COVID-19 lockdowns and work-
from-home movement.

As a result, employee expecta-
tions, regulatory requirements, 
and the increasing sophistication 
of threats are making workplace 
security a non-negotiable priority. 
The latest technologies are making 
it more possible for companies to 
tackle all these problems simultane-
ously. AI-powered access control 
leverages facial authentication, 
machine learning, and behavior-
based authentication to make 
real-time decisions and proactively 
identify and mitigate threats. These 
systems reduce human error and 
administrative burden, offering scal-
ability and adaptability that tradition-
al systems often lack.

More specifically, they allow 
organizations to become proactive 
in their security posture. Rather 
than reacting to threats after they 
occur, AI enables systems to learn, 
adapt, and make informed decisions 
in real time, fundamentally chang-
ing how organizations protect their 
assets, people, and premises.

In short, badges = “something 
you have,” pin codes = “some-

thing you know,” and biometrics = 
“something you are.” Fundamen-
tally, we are moving away from 
“something you have” and “some-
thing you know” to “something 
you are,” which eliminates many 
shortfalls of legacy methods, such 
as items being lost, shared, stolen, 
or forgotten.

Key Transformations 
Driven by AI in Access 
Control
AI is in the midst of an undeniable 
hype cycle, making it easy to over-
promise and underdeliver on the 
technology’s potential.

Private investment is surging, 
reaching over $130 billion globally in 
2024, while AI investment from other 
entities, including public companies, 
corporate R&D, government funding, 
data center infrastructure, and talent 
development, is similarly surging.

This high spending creates an 
incentive structure that encour-
ages overhyping the technology’s 
capabilities, and the marketplace is 
flooded with products touting their 
AI capabilities. The result is a prod-
uct and service ecosystem in which 
it can be challenging to differentiate 
real-world value from future prom-
ises and potential value.
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AI’s integration into access con-
trol is different. It’s not a single 
innovation but a multifaceted evolu-
tion with real effects on how secu-
rity is perceived and implemented. 
Some of the key transformations 
include:

Intelligent Decision-Making
AI can make decision-making more 
sophisticated by introducing a 
layer of data-driven discernment to 
access control.

For example, AI-powered access 
systems don’t rely on credential 
checks, badge swipes, or code 
entries, which can be forged, sto-
len, or lost. Instead, AI-powered 
access control systems can dynami-
cally assess the legitimacy of an 
access request by analyzing various 
data points, including:
•	 Contextual information such as 

the specific door or turnstile, the 
time of day, a user’s GPS-verified 
proximity to the entry point, and 
the security level of the accessed 
area.

•	 Behavior patterns within the 
physical environment, such as 
an individual’s typical entry and 
exit times for specific buildings or 
zones, common pathways taken 
through a facility, or even dwell 
time near sensitive access points, 
can be observed and learned.

•	 Environmental factors, such as 
localized security alerts for the 
area, unusual activity detected 
by nearby sensors, or extreme 
weather conditions that impact 
building access protocols, are 
also taken into consideration.
AI enables systems to assess 

user identity and access requests 
based on context, behavior pat-
terns, and environmental fac-
tors, reducing false positives and 
enhancing security accuracy.

Enhanced Integration
AI-powered access control systems 
integrate seamlessly with video 
surveillance, intrusion detection, 
and building management plat-

forms to provide unified situational 
awareness.

This holistic integration provides 
unified situational awareness of 
the physical environment, offering 
security teams a comprehensive, 
real-time map-based view of access 
events, alarm statuses, and visual 
data. This leads to faster, more 
informed, and more effective inter-
ventions against physical threats.

Predictive Security
Machine learning algorithms iden-
tify anomalies and predict potential 
threats before they occur, enabling 
preemptive action.

Advanced AI models can go further, 
correlating multiple, seemingly minor 
physical anomalies to predict potential 
physical threats, such as an impend-
ing forced entry attempt or reconnais-
sance activity by a possible intruder.

Frictionless Access
Increasing security while introduc-
ing unnecessary friction into the 
process is a recipe for frustrated 
employees and cutting corners. 
AI-powered access controls accom-
plish both without compromise.

Facial recognition, biometric anal-
ysis, and tailgate detection enhance 
user convenience while maintaining 
robust authentication protocols.

Scalability and Adaptability
AI systems can evolve in response 
to changing organizational needs, 
user behavior, and evolving threat 
landscapes, offering long-term flex-
ibility and resilience.

As new intrusion techniques or 
physical security risks emerge, AI 
models can be updated with new 
threat signatures or identify novel 
suspicious activities through anom-
aly detection capabilities.

This continuous learning ensures 
the physical access control system 
remains effective over time, protecting 
the organization’s premises, assets, 
and personnel against current and 
future physical risks without requiring 
frequent, costly system overhauls.

Navigating Ethical 
Concerns with Care
As AI systems become increas-
ingly powerful and mainstream in 
security applications, there is a cor-
responding increased focus on their 
ethics. Put differently, employees 
want security but don’t want to 
compromise their privacy, and regu-
lators are increasingly scrutinizing 
the deployment and governance of 
AI technologies.

Parsing the ethics of a constantly 
changing technology can be dif-
ficult. They encompass everything 
from how the data used to train AI 
models is collected and whether it’s 
representative of all demographics 
and use cases to the types of deci-
sions the AI models are authorized 
to make and specific considerations 
around technologies like Generative 
AI. For companies looking to lever-
age the AI-powered access control 
technologies to make their facilities 
safer, key ethical considerations 
include:

Data Privacy and Collection
Data privacy regulations, such as 
the European Union’s General Data 
Protection Regulation (GDPR) and 
California’s Consumer Privacy Act 
(CCPA), impose strict rules on data 
privacy and collection, particularly 
concerning AI-powered access con-
trol systems and biometric data.

Companies must ensure that 
biometric data is collected lawfully, 
stored securely, and processed with 
explicit consent from the user.

Employees, visitors, and other 
stakeholders have the right to 
access, rectify, erase, and restrict the 
processing of their data. Additionally, 
companies must inform users about 
their data usage and provide clear, 
transparent privacy policies.

Before implementing AI-powered 
access control solutions, it is essen-
tial to understand how user data is 
collected, stored, and protected, 
as well as how individuals will be 
informed about how their data is 
being used.
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Algorithmic Bias and Fairness
AI models are trained on data, 
and if that data reflects existing 
biases, the AI can perpetuate or 
even amplify them. That’s why 
AI-driven access control systems 
must be trained on representative 
datasets, so they operate fairly and 
accurately.

A prominent MIT Sloan School 
of Management report found that 
AI often reflects societal bias-
es, including gender and racial 
disparities.

AI models should be trained on 
datasets that encompass a diverse 
range of demographics to prevent 
biased results. When coupled with 
regular evaluations to measure dis-
parities in accuracy across different 
groups, companies can proactively 
identify and mitigate potential bias-
es, allowing their access control 
solutions to improve progressively 
over time.

Transparency and Explainability
When an AI system makes a deci-
sion, like denying access, can the 
reasoning behind that decision be 
understood and explained? Black-
box AI systems can be problematic 
in sensitive applications; explainabil-
ity is needed to build trust, ensure 
accountability, and identify potential 
errors or biases in the system’s logic.

Confidentiality with LLMs
A large language model (LLM) may 
utilize a company’s internal data to 
train, enabling it to perform tasks 
more effectively specific to that 
organization. However, providers of 
this technology must ensure that 
company secrets and proprietary 
information remain confidential.

This is especially important when 
that data includes people’s biomet-
ric information.

Ethical AI in Action
Aligning with a standard like ISO 
42001 sends a powerful message 
to organizations implementing 
AI, particularly in sensitive areas 
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like security and access control. It 
demonstrates a proactive commit-
ment to responsible AI governance, 
moving beyond mere compliance 
to actively manage the risks associ-
ated with AI technologies.

Following these frameworks can 
help build crucial trust with cus-
tomers, employees, and regulatory 
bodies, assuring them that the orga-
nization is not only leveraging the 
power of AI but is also dedicated to 
its ethical and transparent applica-
tion. It can also introduce a more 
formal approach to AI manage-
ment systems, streamlining internal 
processes, fostering a culture of 
accountability, and providing a clear 
roadmap for improving AI systems.

For C-suite decision-makers 
tasked with selecting and imple-
menting AI-driven access control 
solutions, ISO 42001 offers a valu-
able benchmark.

When evaluating potential ven-
dors, inquiring about their align-
ment with or certification against 
this standard can provide significant 
insight into their commitment to 
ethical AI development and robust 
governance practices.

Selecting technology partners 
who adhere to such standards 

can help mitigate potential reputa-
tional, legal, and operational risks 
associated with AI deployment. It 
also ensures decision-makers and 
stakeholders that their AI-powered 
access control solutions are being 
deployed with integrity, transpar-
ency, and intentionality.

The Intelligent Future of 
Access Control
AI is here. It’s reshaping the prod-
ucts we use, the services we rely 
on, and the processes that improve 
both over time. It’s also reimaging 
access control solutions in real-
time. This can be great news.

AI-driven systems provide 
enhanced accuracy, predictive capa-
bilities, seamless integration, and a 
more convenient user experience, 
all while adapting to the evolving 
needs of modern enterprises. Even 
so, the implementation challenges 
are real as companies strive to bal-
ance technological advancements 
with robust ethical frameworks, 
transparency, and uncompromising 
attention to privacy.

Keeping people safe is non-nego-
tiable, as is using the best solutions 
available to achieve that goal effec-
tively, responsibly, and ethically. AC
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Smart locking systems 
are shedding their 
reputation as expensive 
tech deadbolts, 
providing great value 
beyond the door.
 
BY PAUL RAGUSA

Smart  
Locks 
Come of Age

Any discussion about 
smart locks leads to a 
broader conversation 

about mobile 
access, biometrics, 

and cloud-based 
technology.
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O
nce thought of as expensive 
hi-tech deadbolts, smart 
locks are now living up to 
their promise of providing 

convenience, connectivity and 
scalability, all while giving security 
professionals more options to offer 
at the door, and end users more 
opportunities to get their return on 
investment – and then some.

As smart lock manufacturers 
continue to evolve and offer 
new and creative retrofit options 
for facilities looking to upgrade 
their older mechanical locks, the 
industry is seeing strong early 
adoption across many verticals 
such as education, healthcare and 
multifamily.

“In 2024, IDEMIA released their 
access control market report, and it 
showed for the first time that smart 
locks, as opposed to a wall reader, 
are now 51% of the total access 
market,” says Bill Wood, president, 
North America, Salto, who points 
out that much of that growth is 
in the residential segment, both 
single-family home and multifamily.

”When we think about where 
we see adoption today, the top 
markets are very focused around 
the end user journey, and they are 
prioritizing the experience of the 
cardholder or the credential holder 
more than any other attribute in 
their choice or selection of smart 
locking technology,” he says.

Education, hospitality and 
multifamily are all embracing smart 
locks and advanced technology 
like biometrics to streamline that 
user experience while providing 
more control and management 
capabilities.

“Those three markets all have 
one thing in common because in 
some aspects of their businesses, 
there is some kind of lodging 
experience behind the scenes,” 
Wood explains. “On a college 
campus, it’s student housing, in 
multifamily residential, it’s the 
tenant, and in hospitality, it’s the 
guests at the hotel room. And 

we also see great promise in 
healthcare, which is traditionally 
very focused around compliance. 
Still, as the healthcare market 
is decentralizing away from the 
hospital setting, the customer 
journey is becoming more and more 
important.”

Adding Value  
Beyond the Door
As end users begin to ask for smart 
locking technology, the added value 
that a smart lock platform can bring 
far outweighs any initial investment.

“Some of that value comes 
across differently in each of 
the vertical markets,” says 
Brian Telljohann, director of 
Product Management, Allegion. 
“With multifamily, for example, 
migrating to electronic access 
control with a credential now 
provides both enhanced security 
and convenience. Tenants with 
the credentials don’t have to 
worry about losing the brass key, 
and you can take advantage of 
additional features that incorporate 
automation and remote lock 
management.”

From an audit trail to providing 
property managers with remote 
management and control, often 
through a cloud-based software 
platform, there is much that can 
be achieved as smart locking 
technology continues to evolve.

“You’re adding value and services 
that come together in a more 
integrated way, so if you are doing 
package delivery, or self-touring, or 
tenant amenities, for example, they 
are all baked into this enhanced 
user or tenant experience, which 
also translates into being able to 
charge a higher rent,” Telljohann 
points out. “And that’s why we’re 
seeing such a nice adoption in that 
multifamily market and now in the 
institutional market, as some of the 
same values apply, but it’s more 
about scalability and providing 
credential management security. 
As you have a large population 
of users, that could be in the 
thousands to tens of thousands.”

As key management becomes 
cumbersome, “credentials and a 
credential system that’s centrally 
managed is a lot more elegant and 
it saves time and convenience for 
rekeying,” he adds. “In addition, 
the integration of the access control 
platform into a building automation 
system of large commercial 
buildings has a lot of value as well 
to the building owner.”

As Wood points out, with the 
emergence of electronic access 
control and cloud-based technology, 
you don’t need any on-premises 
infrastructure other than an internet 
connection to make a smart locking 
system work.

“I like to talk to people about 
the aluminum storefront door, 
and that’s something that every 
locksmith feels and addresses for 
their customers practically every 
day,” says Wood, noting that in 
the past converting that aluminum 
front door would require long 
hours, drilling and a disruption 
to the customer, not to mention 
any issues that may arise during 

“In 2024, IDEMIA 
released their access 

control market report, 
and it showed for the 

first time that smart 
locks, as opposed to 

a wall reader, are now 
51% of the total access 

market.” 
 

Bill Wood, president, 
North America, Salto.
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How is Kantech’s integration with 
Salto unique?

Unified Credentialing – One ioSmart card 
powers the entire solution, simplifying user 
management and reducing support calls. 

Effortless Management – Manage Salto locks 
directly through Kantech’s EntraPass software, 
reducing complexity and saving time on setup. 

Plug-and-Play Compatibility – Hardware and 
software work together seamlessly, making 
deployments faster and more reliable.
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or after the installation process. 
“Now I can just simply remove 
a cylinder, put in an electronic 
cylinder and I still have the same 
manual functionality, but now I’m 
doing it with an electronic key 
instead of a mechanical key and I 
have an audit,” he explains. “And 
in about an hour and a half, any 
good locksmith can convert that 
aluminum storefront door to a 
battery-operated one that now has 
scheduled functions beyond just 
being a card reader, plus audit. And 
if you connect that up to what we 
refer to as an IQ bridge to get it to 
the Internet, you can have a cloud-
based operating system that’s up 
and running on that single door in 
less than a couple of hours.”

With all this technology being 
leveraged, a locksmith can save 
considerable money per door 
while providing additional value 
propositions that can help make the 

customer stickier and bring in more 
recurring revenue.

Mobile First Mentality
Any discussion about smart locks 
leads to a broader conversation 
about mobile access, biometrics, 
and cloud-based technology. While 
there are some barriers to adoption 
within specific verticals, mobile 
adoption continues to proliferate 
in college and university settings, 
as well as in multifamily and 
healthcare.

“The benefit of the mobile 
credential is the convenience, so 
that is outweighing some of these 
barriers and allowing people to 
still pursue and decide to upgrade 
their hardware when necessary 

“Some of that 
value comes across 

differently in each of 
the vertical markets.”

Brian Telljohann,  
director of Product 

Management, 
Allegion.

Credentials have migrated to 
mobile platforms that make 
access easier and more secure.

A
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to obtain that user experience,” 
says Telljohann. “Universities are a 
good example, as students expect 
everything to be on their mobile 
device.”

Olivia Renaud, Allegion’s group 
product manager for credentials, 
agrees that adding mobile 
credentials when selling locks and 
readers enhances the overall user 
experience, while broadening what 
is possible around the door.

“Inherently, mobile credentials 
force sites and customers to adapt 
to a single credential technology,” 
she explains. “Once a school 
decides that they want to move 
toward the mobile journey, it makes 
it more viable to add additional use 
cases to their ecosystem, such as 
electronic locks. Oftentimes, it’s 
the jumping off point to understand 
the breadth that mobile credentials 
can offer and starts customers 
down that journey to expand their 
use with physical readers and 
locks.”

Renaud sees a continued 
proliferation of mobile credentials. 
“The existing standards and 
products (e.g., Mifare Desfire) that 
are driving transition to mobile 
today, as well as future standards 
and products (e.g., Aliro), will 
continue to drive that transition to 
mobile, including in places where 
it may not be viable for symmetric 
credentials to exist,” she says.

Biometric Adoption
All agree that a natural extension 
of the smart lock is the potential 
use of biometrics, with facial 
recognition leading the charge.

“I certainly do think that 
biometrics will continue to play 
a role in the access control 
environment,” says Telljohann. 
“Where I see the most growth 
is in identity management, such 
as at airports with TSA, where 
you’re focused on validating your 
identity. When it comes to access, 
certainly, there are use cases where 
biometrics can be handy. I think 

its benefits are primarily around 
touchless interactions, and using 
facial recognition is a high-growth 
area. And they can be very valuable 
also for secondary authentication 
for very high security applications, 
whether that’s government or 
sensitive university spaces.”

Wood agrees that the phone and 
biometrics are critical elements in 
any modern access environment, 
either as the credential itself or as a 
tool to help validate an individual’s 
identity.

“The idea of eliminating the 
need for a physical credential 
from certain applications we see 
as a real enabler, especially in 
applications where maybe mobile 
isn’t the best option or solution or 
the most applicable credential,” 
he says. “We’ve launched external 
to North America our first facial 
recognition reader because I 
think in the same way the mobile 
device has pushed out many of our 
legacy physical credentials for that 
convenience factor, face is going to 
push out some aspect of additional 
credentials, be it mobile or physical, 
for the convenience factor of being 
able to just walk up to an opening, 
have it recognize and identify you 
and allow for that seamless entry.”

He continues, “In the mobile 
world, you can use a trusted 
identity on the mobile device to 
transfer the key to the wallet or to 
an app, and then with this mobile 

enrollment in the face ID world, we 
have the ability of the user to send 
us their protected identity for use in 
our platform.”

The Cloud and Beyond
The adoption of cloud-based 
access control systems, in tandem 
with smart locking platforms, has 
accelerated over the past few 
years.

“Cloud-based access control is 
something we’ve been talking about 
for a very long time, but I think one 
of the things we’re seeing now 
is there is actual adoption,” says 
Telljohann. “And so, you are seeing 
more cloud-based solutions in the 
market that can be more cost-
effective than other solutions that 
may require on-premises hardware 
and controllers, for example. And 
we do see folks demanding a more 
cost-effective solution, which 
cloud-based access control can 
deliver.”

The key to the increased adoption 
of these new technologies is 
making them as frictionless as 
possible, adds Wood.

“And that’s my goal when I 
think about where we’re trying to 
take the physical access world,” 
he says. “We need to get it so 
that these aren’t super complex 
solutions that require networking 
engineers and a software 
database. We need to make it 
so that both the technology and 
the mechanical are as simplified 
as possible to make that delivery 
process as efficient as possible for 
the installer and the user.” AC

“Inherently, mobile 
credentials force 

sites and customers 
to adapt to a single 

credential technology” 

Olivia Renaud, 
Allegion’s group 

product manager  
for credentials.
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Product Showcase

Altronix POE367 360W/277V Input Power 
Supply/Charger Board
Altronix has expanded its power product line with the 
new POE367 power supply/charger explicitly designed 
for 277VAC input environments. The POE367 offers a 
robust and efficient solution for powering IP devices, 
integrating with NetWay Spectrum Hardened PoE 
Switches at remote or industrial locations where high-
voltage 277V power is the only option.

The POE367 converts 208–277VAC input into a 
regulated 54VDC output, delivering up to 360W of 
continuous power. It offers integrated surge protection, 
LED indicators, and a built-in charger for sealed lead-
acid or gel batteries.
For more information on Altronix, visit https://
www.altronix.com/search/277VAC.

Centrios Access Control Platform
The Centrios platform is designed to seamlessly integrate 
a mobile app with smart readers and locks so business 
owners can quickly and easily manage access for all 
employees and visitors. Through the app, business 
owners can grant access to employees or trusted vendors, 
manage access schedules, view access history reports, 
and users can unlock with a touch of their phone.
For more information, visit www.centrios.com

HID Global  
Booth 8053
Utilize HID Mobile Access to leverage mobile devices 
and wearables for seamless access to spaces, 
systems, and more. This trusted technology not only 
enhances operational efficiency but also drives digital 
transformation and sustainability while fostering user 
engagement. Streamline management with the HID 
Origo portal.
Contact HID

Marks USA SKA-Series Indicator Locks
SKA-Series Indicator Locks from Marks USA, a division 
of NAPCO Security Technologies, provide a clear 
indication of security status at a glance. Perfect for 
schools, healthcare facilities, offices, and buildings, they 
feature bold red and green visual indicators that make 
it easy for staff, occupants, and security personnel to 
instantly confirm whether a door is locked or unlocked, 
providing greater confidence, improved emergency 
response, and daily peace of mind. Teamed with 
Marks’ durable 5 Series Grade 1 Mortise Locksets, the 
indicators can be mounted independently or combined 
on a double-sided basis.
For more information, visit www.marksusa.com
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CORE WITH CONFIDENCE
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3PCT-300/PDH300 Coring Tool
•  Position for coring wood and mineral 

doors
•  Position for coring steel stiffened and 

foam filled hollow metal doors
•  Position for creating mortise pockets 

for mortise locks, power transfers, flush 
bolts, etc.

•  Can core wide range of doors that have 
different thickness

•  Not affected by warped doors
•  Labeled sight lines
•  Unlimited coring angle on wood doors, 

up to twenty degree angle on steel 
stiffened doors

•  Has duel coring heads for coring from 
both directions

•  Cores foam filled steel doors with no debris
•  Cores doors mounted in the door frame in the 
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•  Cores doors in the horizontal position on saw 

horses
•  Bits store inside the tool for easy transport and bit 

protection
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•  Custom made bit for steel door applications
•  Custom made two foot long starter bit for a more 

accurate door penetration
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Schlage Latch Retraction 
Mortise Solutions
Six L Series mortise functions 
featuring ultra-quiet, motor-driven 
latch retraction are now available 
from Schlage. Quick activation 
can be used for momentary or 
continuous operation. A unique, 
patent-pending feature detects 
binding conditions on the latch 
motor and adjusts as needed 
to overcome side load, static 
pressure and warped door 
conditions.

Compatible with access control 
and fire systems, functions 
include passage, storeroom, 
institutional and three electrified 
lever control options. Lever 
control functions feature a second 
motor enabling latch retraction 
and lever control to be managed 
independently. All functions 
can be ordered with latchbolt 
monitoring and all but institutional 
are also available with request-
to-exit. They are offered in all the 
finishes and lever designs of the 
L Series and can be retrofitted 
into the same door pocket.
For more information, visit 
https://commercial.schlage.
com/en/products/electrified-
locks/l-series-motorized-latch-
retraction-lock.html

Salto Systems IQ Mini Gateway
The smallest-ever BLUEnet Wireless peripheral, which is now available 
in an even smaller device, the Salto IQ Mini combines the best of Salto 
hardware and software capabilities into a small and versatile design. 
With advanced BLUEnet wireless technology, it meets the demands of 
modern cloud-based access control applications.

The small, innovative IQ Mini form factor device of Salto works in tandem 
with on-device IQ Gateways to help deliver more flexibility and capability. It 
simplifies network infrastructure while maintaining security and connectivity.
For more information visit Salton at Salto IQ Mini
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Suprema BioStar Air
Suprema announced the launch of BioStar Air, a cloud-
based access control platform designed to support 
biometric authentication natively. Featuring true zero-on-
premise architecture, BioStar Air is designed to secure 
SMBs, multi-branch companies, and mixed-use buildings.

BioStar Air is built entirely in the cloud. Smart 
readers with built-in controllers connect directly to the 
network, with native biometric support by processing 
biometric data at the edge. The platform’s federated 
architecture enables the use of organization-wide 
biometric templates. Web and mobile interfaces enable 
administrators to manage users and devices in real-time 
from anywhere.
For more information,  
visit https://www.supremainc.com.

Sielox System Clean Up Utility
Sielox introduced the System Clean Up Utility feature, 
exclusively available in the Sielox Pinnacle Access Control 
Platform. The System Clean Up Utility performs a fast and 
thorough cleanup of invalid or outdated access control 
data. With Pinnacle’s System Clean Up Utility feature, 
system administrators can identify and address neglected 
or overlooked access data, such as expired cardholders, 
duplicate access levels, and inactive cardholders. Current 
Pinnacle platform users already have access to the 
System Cleanup Utility feature at no added cost to them.
For more information, visit: https://sielox.com/its-
time-to-spring-clean-your-access-control-system/
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